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Healthcare Reform ð 

IT, Security & Privacy Issues/Concerns  
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In the Beginning:  
 

God created the heavens and the earth.  
 

He created the light; dry land and the seas; vegetation;  

the sun, moon and stars; and all living creatures.  
 

Then, God created man.   
 

And God gave man dominion over the earth  

and all things in it. 
 
 

HE did not  give  

man dominion over man.  

 

 

The Declaration of Independence Notes the 

Principle of Liberty and declares:   
 

òWe hold these truths to be self-evident, that all Men are created equal, that they 

are endowed by their Creator with certain unalienable Rights,  

that among these are Life, Liberty, and the Pursuit of Happiness ð  

 

That to secure these rights, Governments are instituted  

among Men, deriving their just Powers  

from the Consent of the Governedéó 

 

The Principles of Liberty  

The Bill of Rights Acknowledges this Principle.  
 

Á The 4th Amendment : òThe rights of the people to be secure in their persons, 

houses, papers, and effects, against unreasonable searches and seizures, shall not be 

violated, and no Warrants shall issue, but upon probable cause, supported by Oath 

or affirmation, and particularly describing the place to be searched, and the persons 

or things to be seized.ó 
 

ÁThe 5th Amendment, in part: òénor be deprived of life, liberty, or property, without 

due process of law; nor shall private property be taken for public use without just 

compensation.ó 
 

The Oklahoma Constitution Acknowledges this 

Principle of Liberty.  
 

Á Art. 2, Sect.1: òAll political power is inherent in the people; and government is 

instituted for their protection, security, and benefit, and to promote their general 

welfare;éó 
 

ÁArt. 2, Sect. 2: òAll persons have the inherent right to life, liberty, the pursuit of 

happiness, and the enjoyment of the gains of their own industry.ó 
 

ÁArt. 2, Sect. 7: òNo person shall be deprived of life, liberty, or property, without due 

process of law.ó 
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Part I  

The Federal Data Hub/IT/Digital Everything 
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Seamless Flow of 

Information  

ÅInformation sharing 
requires common 
standards and 
interoperability of 
information technology 
systems ð at the federal, 
state, local, tribal and 
territorial level 

ÅRequires the 
elimination of  
institutional and 
jurisdictional barriers 
to information sharing  

Å State laws, regulations and 
policies that òinadvertently 
and unnecessarily prohibit or 
significantly limit the 
exchange of electronic 
(including health) 
informationó are changing 
to allow the seamless flow 
of information across 
organizational borders.  

Source: Vision 2015 ð A Globally Integrated and Networked Intelligence Enterprise.  http://www.dni.gov/Vision_2015.pdf 

Federal Data òHubó ð  

the New American Idol.  
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By 2015 



1993 ð Technology for 
Americaõs Economic Growth 

Created a National Information Infrastructure,  

including networking in healthcare  

Established a ônetworkõ for research,   

and for use by the America people. 

Sources: Public Law 102-194, High Performance Computing Act of 1991;  Press Release: Technology for Americaõs Economic Growth, 1993 

 

IT ð (Information Technology)  

Today -  òubiquitousó or òpervasiveó  computing  

1991 ð High Performance 
Computing Act of 1991  
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ÅDigital everything -

Persons, Places, Things, 

and Events  

ÅData on persons, places, 

things, and events is being 

collected, aggregated, 

analyzed and shared ð 

across jurisdictions 

regionally,  nationally and 

internationally 

ÅTechnology now includes 

the ability to locate, 

identify and track 

(surveille) persons, places, 

things and events 

remotely 

 

 

Digital Everything  
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IT in ARRA and PPACA  
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2009 ð The Stimulus Bill -The REAL Health Care Reform Law  

1. The HITECH Act ð Health Information for Economic and Clinical Health -Title 
XIII of Division A, and Division B of the American Recovery and Reinvestment 
Act of 2009, Public Law 111-5 

2. Adoption of certified EHR technologies and requirements for their òmeaningful 
useó; State Health Information Exchanges/ SHIECAP (Cooperative Agreements) 

2010 - PPACA ð (Patient Protection & Affordable Care Act +)               
PL 111-148 and 111-152 

        Health IT provisions: 

1. Quality of Care - Sections 2717, 3004, 3005, 3013, 4302, 6301, 10332,10333, 
10109, 10305 

2. Programs ð Sections 1322, 1323, 2401, 2703, 3011, 4103, 5405, 934, 5604, 6701, 
10410 

3. Reimbursement Structure (Insurance Exchanges) ð Sections 1311, 2706, 3002, 
3021, 3022, 3024, 3201 

4. Operating Rules and Standards ðSections 1104, 1561 

5. Health IT Workforce ð Sections 2801, 3012, 3501, 3502, 5101, 5301, 6114  

Sources: The HITECH Act, PL11-5; HIMSS Summary on Key HIT in PPACA http://www.himss.org/content/files/PPACA_Summary.pdf 



Part II  

Health Care Reform Defined/National Standards/Global Adoption 
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Health Care Reform - Defined  
} Health Care Reform - is really about the use of IT to implement a nationwide 

health information network (NHIN), that will enable the seamless flow of information 

across boundaries, and that allows a growing global surveillance system to function. 

} Electronic Health Records  - Reform is predicated on the creation of a 

standardized, interoperable electronic health record (EHR) on every single individual 

} Cradle -to -Grave  ð EHRs are used for data collection, aggregation and reporting 

and are intended to track a person from birth to death. (Longitudinal) 

} EHRs are universal and to be shared globally ð not only within our 

government, but with foreign governments, universities, and other third parties.  

} Requires Standardization and Interoperability ð to establish uniformity 

and compatibility in data collection, regardless of jurisdiction  

} EHRs include each personõs genetic information ð and will be used for 

research purposes without the knowledge or consent of the person  

} Rights killing - Health care reform, and other data collection                     

networks, do an òend-runó around search warrants and nullify                                                          

our inherent rights to life, liberty and property. 
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NAPHSIS ð 

Electronic Vital 

Records 

Cradle -to -Grave  

ÅNAPHSIS -National 

Association for Public 

Health Statistics and 

Information Systems 

ÅElectronic Birth, Death 

Certificates for data 

collection, aggregation, and 

cross-jurisdictional sharing  

ÅData standardization and 

interoperability of systems 

Source: NAPHSIS.   http://www.naphsis.org/index.asp?bid=942 

Permanently linked to EHRs - NIEM Compliant  
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The Seamless Flow of Information ð  

From You to the Fedséand Beyond 

Individual  
Health IT Data 

Collection System  
Government/ 

Research Universities 
Private Sector/  

Foreign organizations 

To Other Entitiesé 

To Other Entitiesé 

Source:  Diagram by OK-SAFE, Inc. 12 



What makes it work?  

Standardization & Interoperability  

} Standards ð Common use, rules, guidelines, formats, coding, etc.  Establishes 

UNIFORMITY.  

     HL7 International ð Health Level 7 International has been adopted by U.S. (global) 

     ICD-10 ð International Classifications of Diseases, V10 ð For health coding and 

claims, adopted by U.S. (global) 

} Interoperability ð one system can communicate with another system, even if 

using different software and hardware.   

Sources:  http://worldstandardscooperation.org/about.html ; Health Level 7 International - http://www.hl7.org/ 

S & I Framework - http://wiki.siframework.org/Query+Health+Commitment+Tracker  

State CIOs, the OHCA, the Oklahoma 

Health Information Exchange, (OHIET), 

RHIOs, HIOs adopt common standards 

and interoperability requirements. 
 

 The U.S.  and the statesõ healthcare 

systems must comply.  

ALL FEDERAL GRANTS that involve technology, including all healthcare, law enforcement and 

education grants,  REQUIRE  compliance with federal IT standards and interoperability capabilities.  
 

ALL federal standards are international standards and globally interoperable.  
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National Standards/Acronyms  

} FHIM - Federal Health Information Model ð Fed. information model 

} NHIN - Nationwide Health Information Network ð A network of 

networks  

} NIEM - National Information Exchange Model ð Data model      

Goal - Information sharing across all levels and branches of 

government.  Collaborators are DHS, USDOJ, and HHS.     

     
The National Information Exchange 

Model (NIEM) is the result of a 

collaborative effort by the United 

States Department of Justice and 

Department of Homeland Security 

to produce a set of common, well-

defined data elements to be used for 

data exchange development 

and harmonization.  

Source:  FHIM ð http://fhim.wikispaces.com NHIN and NIEM  - www.niem.gov   14 
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NIEM ð  

Makes the Federal Data Hub Work  

Source: www.niem.gov  



NIEM Core  
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Trust - 

The Identity 

Ecosystem 

The Identity Ecosystem  

òIt is an online environment 

where individuals and 

organizations will be able to 

trust each other because 

they follow agreed upon 

standards to obtain and 

authenticate their digital 

identitiesñand the digital 

identities of devices.ó 

Although the private sector 

will lead development,  the 

federal government will act 

as an early adopter to 

òstimulate demand.ó 

Identity - Carbon -based life form or silicon?  

Source:  National Strategies for Trusted Identities in Cyberspace - 

http://www.whitehouse.gov/sites/default/files/rss_viewer/NSTICstrategy_041511.pdf 

Federated Identity Management (FIM) 

ð Log in once  
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The Two Exchanges Linked  
      The Health Information Exchange 

(HIE) exists now in Oklahoma.  

} 2004 - Groundwork laid in 2004 via OKõs 
participation in the national Health 
Information Security and Privacy 
Collaborative (HISPC) program. 

} 2005 ð Creation of the Secure Medical 
Records Transfer Network (SMRTNET), 
OKõs first regional health information 
organization (HIO). (Heartland HealthNet, 
OK Physicians Health Exchange; Greater 
OKC Hospital Council (GOCHC); 
Greater Tulsa Health Access Network 
(Greater THAN)) 

} 2008 ð OK in the CMS EHR 
Demonstration Project;  SB 1420 
Creates the Oklahoma Health 
Information Exchange Act  

} 2009 ð SB 757 -Health Information 
Infrastructure Advisory Board (HIIAB) 

} 2010 ð SB 1373 ð Oklahoma Health 
Information Exchange Trust 
(OHIET ), which oversees the stateõs 
implementation of HIT and HIE.  

     The Health Insurance Exchanges 
(HIX or HBX) determine Eligibility ð 

 

} Collect demographic/income-related info 
to determine eligibility for state programs 
or use of the Exchange 

} Exchange info with the IRS for 
purposes of verifying/determining: 

    Å Eligibility to use Exchange 

    Å Amount of tax credit and cost sharing 
subsidies 

    Å Whether individual is exempt from 
personal responsibility requirements of 
PPACA 

} Exchange citizenship/immigration status 
info with Social Security 
Administration/Department of 
Homeland Security to verify eligibility 
to use Exchange 

} Streamline/coordinate enrollment 
procedures for all state health subsidy 
programs and facilitate enrollment in those 
programs 

 

Both exchanges are NIEM Compliant; will be linked for 

purposes of data collection, aggregation,  analysis, and sharing; 

and will require a federated identity to access  

Sources: OK Legislation; OHIET Strategic Plan, March 2011; ONC HIT Plan. 18 


