Imagine a global
data collection
network that
gathered
information on..

everyone..doing anything
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Intelligence Enterprise

 Intelligence: the product of systematic
gathering, evaluation, and synthesis of raw data
on individuals or activities suspected of being ,
or known to be, criminal — and/or non-criminal.

Enterprise: An undertaking, esp. of some
scope, complication, and risk. A business
organization.

Information: “classified and open source — Is
the fuel that powers intelligence.”

(Quote source: Vision 2015, p.14)




- N [ [ E——

: C\olorado nformation Aoalysis Cenees Oklahoma Information Fusion Center

PENNSYIVANIA CRIMIN
INTELLIGENCE CENTE

" Chiecago’s Crime Prevention and
Information Center =




Fusion Center

Fusion Center: A collaborative effort of
two or more agencies that provide
resources, expertise, and/or information to

the center with the goal of maximizing the
ability to detect, prevent, apprehend, and
respond to criminal and terrorism activity.

Source: Recommended Fusion Center Law Enforcement Intelligence Standards March 2005




Laying the Groundwork



A Global ECOﬂOmy requires:

Sustainable Development

Assets include People, i.e. Intelligence;

Movement of Goods, People and Information

Tracking and Control of All Production and Distribution; Interoperable Systems




Supply Chain Management
for a Market Based Economy

 Resource — raw material; an available supply
that can be drawn on; mineral wealth, labor
force, and armaments; assets (human
resources)

Asset — a thing or person that is useful

Supply Chain - or logistics network; system of
organizations, people, technology, activities,
Information and resources involved in moving a
product or service from supplier to customer,
from raw materials to finished product




1978-Global Positioning
System (GPS)

“The Global Positioning
System (GPS) was designed
as a dual-use system with
the primary purpose of
enhancing the effectiveness
of U.S. and allied military
forces.

GPS is rapidly becoming an
Integral component of the
emerging
Global Information

Infrastructure...”

Navstar Global Positioning System (GPS) satellite image: USAF Research Laboratory



GPS Policy:

Dept. of Defense:

* With the Director of Central
Intelligence, the Department
of State and other
departments and agencies

Dept. of Transportation:
 With the Departments of

Commerce, Defense, and
State.

Department of State:

« With foreign governments
and other international
organizations.

Cooperation

Communications Accord - US and Australia 7/08

Defense Dept photo by U.S. Air Force Tech Sgt
Jerry Morrison. www.defenselink.mil/



1992-Global Information
Infrastructure - trackable

STRATEGIC FLAN FOR IVHS IN THE UNITED STATES

Anything that
emits an
electronic
RFID signal

People
Cars

Buses
Animals
Cell Phones
Etc.

Figure 114. Some components of an Intelligent Vehicle-Highway System (Adapted from U.S. Department of
Transportation Mational Transportation Strategic Planning Study, March 1990).




MOU DoD & DOJ -
Joint Technology

1994 - The DoD and the DOJ entered into an agreement for

the joint development of technology (pate: 4/20/94, by A.G. Janet Reno, John
Deutch, Deputy Secretary of State; later CIA Director)

1996 - Presidential Decision Directive (PDD/NSTC6) —
GPS for civil and commercial use. (Jointly chaired by DOD and Dept. of

Transportation)




1998 - National Crime Prevention
and Privacy Compact AcCt rw. rewios-2s s 2022)

(@) In General.--This Compact organizes an 2005 -
electronic information sharing system

among the Federal Government and the  NATIONAL CRIME
States to exchange criminal history records PREVENTION AND PRIVACY

for noncriminal justice purposes authorized
by Federal or State law, such as background COMPACT COUNCIL

checks for governmental licensing and 28 CFR Part 906, [NCPPC 113]
employment. Outsourcing of Noncriminal

(b) Obligations of Parties.--Under this Compact, Justice Administrative
the FBI and the Party States agree to Functions
maintain detailed databases of their _ _
respective criminal history records, including AGENCY: National Crime
arrests and dispositions, and to make them . -
available to the Federal Government and to Prevention and I?nvacy
Party States for authorized purposes. The Compact Council.
FBI shall also manage the Federal data e
facilities that provide a significant part of the ACTION: Final rule.
infrastructure for the system.




2001..7?



The NCIS Plan

Developed before
9/11/2001

2002 International
Associlation of Chiefs
of Police (IACP)
Criminal Intelligence

National

Criminal
Intelligence
Sharing Plan

Sharing Summit

Goal: Gathering
s Leap il Information, producing

Solutions and approaches fora
coheslve plan to Improve our

share criminal Intelligence

Intelligence (referred
to as product)




The NCIS Plan

Global Justice
Information Sharing
Initiative — (Global)

Global Intelligence
Working Group (GIWG)

National

Criminal
Intelligence
Sharing Plan

Global Extensible
Markup Language

Set standards for
Intelligence-led policing

Solutions and approaches fora
coheslve plan to Improve our
nation’s abllity to develop and
share criminal Intelligence

Interoperability of
existing communication
systems




A Globally Networked
and Integrated World -

Vision 2015



V147

"Globally Networked and Integrated
| Intelligence Enterprise
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7. Persistent Threats and
Emerging Missions

6. Decision Advantage -~
5. Customer-Driven Intelligence l
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4. Mission Focused Operations

3. Net-centric Information
Enterprise e
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GPS Interoperability
Agreements with EU, Russia,
Australia, Japan

Yaroslavl, Ring Premier Hotel, 14 December, 2006 *

Joint Statement
3
S X

3 mpatibility between the GPS and GLONASS s;
he question of the use FDMA and CDMA s i
s made in understandin nefit to the user communit ing

proach. The Russian side noted that a decision in thi

made by t 1d of 2007

Both sides agroed that fhe ng el  —
I -1 7, in Moscow will be a unique demon e the

benefits of GLONASS and GPS intero;

Co-chair

mir Klimov

US/Russian Federation
GPS/GLONASS

Interoperability US/EU Agreement




National Strategy for
Information Sharing

“Providing reports and
awareness training to
NATIONAL STRATEGY FOR State, local, and tribal

INFORMATION authorities regarding

SHARING strategic goals,
operational capabillities,

Successes and Challenges

innproving and methods of operation
Terrorism-Related

Information Sharing Ut|l|zed by |nternat|0na|

and domestic terrorist
organizations so that
local events and
behaviors can be viewed
within the context of
potential terrorist threats.”

Source: National Strategy for Information Sharing, p. A1-6, 2007




Fusion Centers -
Intelligence Gathering



FUSTON (SENTET:

SUTCEIMES
Developing and Sharing

Information and Intelligence
in a New Era

i “ f' ".'I'v‘- -
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{ \ et Guidelines for Establishing and

Operating Fusion Centers at the
Local, State, and Federal Levels

" S
\ ‘\ ‘, }‘ Law Enforcement Intelligence,
\ |\ ) \ Public Safety, and the
Jiae Private Sector

 Developing and Sharing
Information and
Intelligence in a New Era

« Remove barriers to
Information sharing at
the Local, State, Tribal
and Federal Levels

« Collaboration between
Law Enforcement
Intelligence, Public
Safety, and the Private
Sector



Fusion Center Guidelines

Introduction—
Fusion Concept and Functions

As mrrmd and tnrrms(w:ww threatens the safety of our

= gen
securely shared among law enforcement, public safety agencies.

and the private sector. Although strides have been made,
there is still much work ahead. There is still an urgent need to
rigorously refine and accommedate our rapidly changing workd.

Many obstades have been encountered that have impacted

the ability ko share intelligence, such as the lack of usted
partnerships; disparate, incompatible, and anbiquated
communications, computer systems, and software: he nead to
query multiple databases or systems; the lack of communicaion;
the lack of standards and policies: and legal and cultural issues.

These barriers have proven to be difficult hurdles. Yet, there
are steps that can be taken to overcome these issues and
uEareaploMam\r-mrrﬁﬂti-:rﬁﬂsu ssfl exchange of

Fusionieeniers
(SUTdElES]
Developing and Sharing
Information and Intelligence
in a New Era
C—

Guidelines for Establishing and
Oporating Fusion Cenlors at the
Local, State, and Federal Lovels

Low Enforcement Infelligence,
Public Safoty, and tho
rate Sector

Information systems confribute fo every aspect
of homeland security.  Although American
mfohmelipn fdhlogy i the most advanced
in'the world, our country’s information systems
haove not adequately supparfed the homeland
securify mission. Dafobases used for federal
law enforcement, immigration, infelligence,
public health, surveillance, and emergency
management have not been connected in
By thiat dlfbwes = e comprediend where

information gaps and redundancies exist.

We must link the vast amounts of knowledge
residing within.cach government agency while

ensuring adequate privacy.

The National Strategy for Homeland Security

Through
of Glob:

ce component of fusion centers. The focus

roup memb

m._ans«ﬁand mnmn;o.f;l.tw;mmgzllp\ﬂm 3 Fu S I O n :

St Turning
mmmm‘u“ms“m‘:"“’m Information

Inteligence and Information Sharing Working Group
suppart the expansion of the Fusion Genfer Guidel
safety and private sector entities.

Subsequent to the efforts of the Law Enforcement Inf
FCFG and HSAC, the Public Safety FCFG was creal

and Intelligence

e el |INtO Actionable

concentrated on the need for information and intel
between law enforcement and public safety commun

mpm.,m,dm;g..w..‘.smd-mjh th K N OWI ed g e

entifies into fusion centers,

The last phase established the Private Sector

mission was to mregat-: the private sector into the

With 85 perce: infrastructure owned by

their m-)lvemanr in fusion centers is essential to having a
comprehensive all-hazards. all-crimes fusion canter. Key poi
addressed inchuded collaboration between the firsion center and
mission-<critical private sector entities, as well as identfication of
private sector capabifies and information needs. In addi

the need for a two-way educational process between e private
sector and fusion centers was identified. The purpose of this
educational process is to develop an understanding of how
each entity operates and how each can enhance operations and
functionality with the other.

Alllevels of government, the private sector, and nongovemmental
organizations must work together i prepare for, prevent, respond
to. and recover from termorist and criminal events. Through

be accessed at www.dhs gowhsas.
E an dential Directive 3 (HSPD-5) was lssued
Witn ne purpc Epare

We must link the vast amounts of

knowledge residing within each
government agency while insuring

o criminal

Fusion Center §

adequate privacy.

National Strategy for Homeland Security July 2002

11 also confimed how critical local, state,
enforcement agencies and publ

Fusion:

Turning
Information
and li::fqﬂ'iae_nce
Info Actionable
Knowledge '




Functional Categories

(Sectors in which to gain access)

Agriculture, Food, Hospitality and Lodging
Water and the Information and
Environment Telecommunications

Banking and Finance Military Facilities and

Chemical Industry & Defense Industrial Base
Hazardous Materials Postal and Shipping

Criminal Justice Private Security

Education Public Works
Emergency Services Real Estate

(non-law enforcement)

Energy Retall

Government Health and Social Servi-ces
Public Services Transportation




Guideline 1

Fusion Center
Guideline #1 (of 18)

Adhere to the National Criminal Intelligence Sharing Plan (NCISP) and
other sector-specific information sharing guidelines, and perform all steps
of the intelligence and fusion processes.

The NCISP and the Intelligence and
Fusion Processes

Justification

After the tragic events of September 11

executives and inteligence experts nationwide agreed that

Iaw enforcement agencies must work together to develop the
capability to gather information, produce inteligence, and share
that \melwmmlh other law e lmwrmtmdpubh safety

P provides moded standards and policies, recommends
methodologies for sharing classified reports, and recommi :I'

a nafionwide sensitive but undassified (SBU) commur

capability for criminal inteligence sharing. The Plan is a IMng
document that provides local. state. tribal. and federal law
enforcement agencies the tools and resources necessary

STONNEENiEr
Alirizs
Developing and Sharing
Information and Intelligence
in a New Era

—_—
jand the criminal

Low Enforcement Infelligence,
Public Safoty, and the
Private Sector

= Target resources.
= Disrupt prolific eriminals.

= Articulate 3 case to the public and in court.

Intefligence-led policing akso provides advantages to publi

safety and private sector components, inchuding trends inal
activity and increased information sharing mm |aw enforcement
o addres e prevention efforts

Criminal inteligence is the result of a H(xb‘ﬁ m-:lij planning
and i

criminals andior organizatic
process is commanly refemed to as the inteligence process {or
cycie). There are vanous models of the inteligence process
use; however, most models contain the basic steps depicted in

Fusicn Center Guideines—Devaicping and Sharing Ifarmaton in @ Hew B

Adhere to the
National Criminal
Intelligence
Sharing Plan
(NCISP) and other
sector specific
iInformation sharing
guidelines, and
perform all steps of
the intelligence and
fusion processes




Fusion Center Guideline #5

Information shared
Guideline 5 Wlth OUtS'de

Utilize Memorandums of Understanding (MOUs), Mon-Disclosure

- Ll
Agreements (NDAs), or other types of agency agreements, as appropriate. a e n C I e S I e F B I
] ~ . ]
L] -
Memorandum of Understanding = Fundng/costs J O I n t I er r O r I S I I I

. - Civil kabiityfindemnification issues
(MOU) and MNen-Disclosure + Poliies and procedures

- Task Force, Field

It is recommended that fusion centers be governed and

managed in accordance with an MOU. An MOU, a necessary - Dispute resohution process
ool for information sharing, defines the tenms, responsibilbes, = Points of contact

[
s i i and it of each ipats = Effective date/duration/modification/termination
entity: the agreement also provides an oulline of the who, what, . e
where, when, why, and how of the project. Partners should " ,
ions.

commit to the program policies by signil gm e MOU. In addition .
to MOUs, some initiaives utlize agency, individual, and data
sharing user agreements.

Issues for Consideration - Pt : hecks o o cene S t at e p O I I C e y O r

When negotiating and drafiing MOUs, consider:
»  Identifying and understanding the legal and practical The fusion center determines risks to the private sector and
MOU.

-
Mnalms ofthe analyzes suspicious activity information. This function requires
. the sharing of sens: wlmnnunnﬁcmm & private sector o
Deﬁ'egslhmlesandrespmmbliesofmpnpamg the shann stive nf Srom the peval o a ro rlil e
agencees ) o a Mon-Disclosure Agreement may be used. The NDA provides

private secior enfities an additional layer of secunity, ensunng

Utilize Memorandums of Understanding ag enCieS )
(MOUs), Non-Disclosure Agreements

(NDAs)... - Open records access
| S may change

jpolice, or other appropriate agencies). Information that the

Fusicn Center Guideines—Dwioping nd Sharing Infurmation in @ Hew Era H




Fusion Center Guideline #6

Guideline 6

Leverage the databases, systems, and networks available via participating
entifies fo maximize information sharing.

Database Resources

Justification

During the focus group process, participants reviewed a number
of information and intelgence sharing intiatves. Most of
the initiatives have access to some local, state, and federal
databases, as well as other organizations or data sets. Centers
may want to evaluate the types of databases that participating
agencies have avalable. Gaps shoukd be identified and
researched. Leveraging the databases and systems avalable via
participating entibes will help maximize information sharing. This
is an opportunity to access previously unavailable information. It
is recommended that ownership and control of law enforcement
information shared through the center remain with the orignating
Data owners should be responsible for the quality of
data shared. Access to data can be controlled in a variety of

N ‘

ways, including fusion center leadership controlling who has
access or data onginators controlling access levels. For more
information about the security of data, see Guideline 9 (Security).
Another option is for the center to house their information. i

a center chooses this option, it is important for the necessary
policies and procedures to be in place to govem use and access.

Fusion centers should consult with public safety and private
sector personnel to determine if any information sharing
databases may be available within their respective jurisdictions.
Special consideration should be given to the development of
policies and procedures that ensure public safety and private
sector information is not combined with federal data that
contains personally identifiable information, and when a criminal
predicate, threat, or public safety need is identified, access to
this information will be virtual through networking and utilizing a
search function. Additionally, fusion center participants should
ensure compliance with all local, state, and federal privacy and
civl liberties laws and statutes.

Issues for Consideration

When accessing databases, consider obtaining access o a
variety of databases and systems, such as:

= Driver's license

* Motor vehicle registration

* Location information (411, addresses, and phone numbers)
* Law enforcement databases

= National Crime Information Center (NCIC), Niets-The
Intemational Justice and Public Safety Information St
Network, and the Terrorist Screening Center (TSC)

Leverage the databases, systems, and
networks available via participating

entities to maximize information sharing

Driver’s license

Motor Vehicle
registration

Location Information
(411, addresses, phone
numbers)

National Crime
Information Center,
Nlets, TSC

Public & Private

Organizations a
associations (i.e
Infragard)

Infra

b




Fusion Center Guideline #8:
Privacy and civil liberties policy

.
-, 5.V

blocked blocked

blocked blocked

\ T { blocked
| '
g .
~
v Y
|

Bars added by presenter —not on original photos




SAR — Suspicious Activity

“Fusion Centers shall develop,
iImplement, and maintain a plan to
support the establishment of a
New DHS Initiative for 2010:
“If You See Something, Say

Something” Campaign

CUTTSTSTTTTIU WITT UITC T ITTUTTTYS artu
Recommendations of the Suspicio

Activity Report (SAR) Support g=
Implementation Project” |

Source: Baseline Capabilities for State and Major Urban Area Fusion Centers, p.13




Everyone’s a Terrorist

2009 MIAC Report 2009 Rightwing Extremism

MIAC STRATEGIC REPORT
0! /09

The Modern Militia Movement

s ; (U//FOUO) Rightwing Extremism:
: Current Economic and Political
Climate Fueling Resurgence in
Radicalization and Recruitment

ur at the Bran

2009 VIRGINIA TERRORISM
THREAT ASSESSMENT
COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

VIRGINIA FUSION CENTER

MARCH 2009




Fusion Standards Study 2 -
June 2010 RFI (request for information)

* Decision Fusion...provides analysts an environment of
Interoperable services for situation assessment, impact
assessment and decision support, based on
Information from multiple sensors and databases,
e.g., multi-INT sources. The study includes recent
advances such as social networking for decision
fusion.

Though the focus of the study is on military intelligence
(“INT"), decision fusion is relevant to business
Intelligence, urban planning, and many other
domains.

Source: OGC Request for Information (RFI) for Decision Fusion Standards Study
RFI Issuance Date: 21 April 2010, Response Due Date: 11 June 2010, p.6




“"Multi-INT Examples for an urban

situation”
HUMINT OSINT SIGINT GEOINT MASINT

tips political climate 3
intercepted

audio, imagery
or video

informant population
reports sentiment

patrol debriefs culture

links and TV/radio
relationships broadcasts

fication

event
occurrence

radar
locations detections

Source: OGC Request for Information (RFI) for Decision Fusion Standards Study
RFI Issuance Date: 21 April 2010, Response Due Date: 11 June 2010, p.1l0



Multi-Source Intelligence

Multi-INT information

* Information available to an operations node is not just multi-source, but is
from multiple intelligence collection types (multi-INT). Intelligence sources
are people, documents, equipment, or technical sensors, and can be
grouped according to intelligence disciplines (Table 2).

UEleliz Otherwise known as

‘He “Living in a Surveillance Society”
'Gévovw'w ) e e Sy e e
Intelligence

*Signals intelligence (SIGINT);

Measurement and signature intelligence (MASINT);
*Open-source intelligence (OSINT);

*Technical intelligence (TECHINT);

Counterintelligence (ClI).




Fighting Terrorism,
Or Something Else?



really groups of people that reject the
international system...”

i Henry Kissinger, May 31, 2007 Conference, Istanbul

o . = .
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http://img.slate.com/id/2107745/

Eliminate Stovepipes

International
Association
Networks

R

s
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l
I
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Eroding Sovereignty

Eliminating National
Character

Eliminating Identity

Diagram courtesy V.L. Davis, researcher




FREE WORLD
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A Globalist’s World: 5 Trading Blocks
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Slide Source: Mic Gallis Presentation at a 2008 NASCO Conference.




Corporate Considerations vs.

Constitutional Sovereignty




Conclusion






Action
Get your own house in order

Minimize electronic data exposure —1I.e. use
of social networking, online medical
Information, and online financial transactions

Stop using Credit Cards - Pay cash
Try ‘low-tech’ methods of communication

Lobby your state legislatures against the
further collection of personal information, I.e.
biometric samples

Join OK-SAFE, or a local grassroots group
Pay attention to what is happening
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UNITED STATES INTULLIGENCE COMMUNITY

INFORMATION SHARING STRATEGY
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